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Say NO to Cyber Stalking

Harassment is not a novel concept to any
woman in the world. Most of us have faced it
in one way or another and moved on or
maybe not. Sometimes we think we have
moved on but at times that unresolved
trauma stays with us and keeps haunting us in
ways that we may even not be aware of
(Editor's Note: a.k.a. Post-Traumatic Stress
Disorder or PTSD).

Stalking someone is one of the most
unbearable forms of harassment. Someone
following you around, calling you all the time
and invading vyour personal space is
dangerous to say the least. And now in the
day and age of so many modes of
communication, Cyber Stalking has become
the newfound way of stalking.

Is it any less painful than ordinary stalking? It
is NOT! These cyber stalkers mostly victimize
females although a few men have complained
of being harassed too. It is a crime in which
the attacker harasses by using electronic
communication, such as email, social media,
instant messaging like Viber, WhatsApp and
so on. It’s the anonymity that is an advantage
for a Cyberstalker.

Just recently | (Editor’s _note: The author)
received a message from one of my old class
fellows Facebook profile and | instantly
replied. After a few minutes | realized that her
account had been hacked. Before | could
block it, the hacker sent me a vulgar picture
that not only disgusted me but more
importantly made me feel very helpless, as |
was unable to do anything about it.

Most people believe that Cyber stalking is not
as serious as ‘conventional’ stalking because
apparently we are sitting in the safety of our

homes. We have also been trained to shrug
off any such incident and just block whoever
is bothering. Is that the solution? Does the
shame and discomfort feel any less because
it's online and we cannot physically know
about the person doing such a disgusting
thing?

Under the Cyber law passed in Pakistan
(Editor’s note: tabled in the NA in 2015 and
passed with amendments in late 2016), there is a
three years imprisonment and fine of one
million rupees to a Cyber stalker found guilty
of the crime, provided if you report the
incident of Cyber stalking. Most women have
genuine reservations on how this law gets
implemented and more importantly will the
women really feel safe even after its
implementation in a society as corrupt as
ours? The people of our country generally
don’t have much faith in our law enforcement
agencies and would never feel safe enough to
report such an incident in the first place. So
other than hoping that the stalker gets bored
and moves on, there does not appear to be
any other solution (Editor’s note: In the opinion
of the author).

Nevertheless, Cyber stalking cannot be taken
lightly as it can harm in more ways than one.
It destroys self-image, confidence, creates
mistrust in the victim’s mind for possible
future relationships, lead eventually to real
stalking and may even become a trigger for
the poor victim to commit suicide.

There are, however, a few things that we can
do on our own to minimize the chances of
being Cyber Stalked.

1- Provide the least amount of personal
information on social media sites. We give
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away so much of ourselves through friends.
profiles, statuses, conversations, chats,
messages and updates all the time.
Frighteningly, no matter how many
restrictions we put in our profile settings,

4- Use a good security software on our
computer/other device to prevent someone
from hacking our account.

there are countless free software and apps Still, it still does not take away the bitterness

that can still enable access to our personal ©f the experience of being Cyber Stalked.
information. However, we have to take ownership of our

lives and protect ourselves, especially when
such help from the outside might not be
reliable.

2- Keep all our electronic and digital devices,
gadgets and profiles protected by strong
passwords, and keep updating the passwords
frequently. Courtesy: https://www.samaa.tv

(This is an edited and adapted version of the

3- Keep our profiles as limited as possible and
original article written by Zara Magbool)

block anyone who is outside our circle of

Editor’s End Note: While most of the things stated in the article are universally agreeable, we would like
to introduce some additional measures pertinent to the article and highly recommend using them as
food for thought:

1- There is no shame in involving the take of Islam on the issue at hand. Much of crimes and sins
related to Cyber stalking can be avoided if both men and women understand and follow the divine edicts
about relationships between men and women.

2- One should use social media only if and when required Excessive use of social media has become an
‘addiction’ in itself. Moreover, it also leaves one vulnerable to attacks from others.

3- Social media should be used with extreme care and not every message or nudge should be liked,
commented on and shared.

4 In case of you decide to report a cyber-crime to the authorities (which is encouraged to do), the
following information would come handy...

National Response Centre for Cyber Crime (NR3C) - FIA

Address: 2" Floor, National Police Foundation Building, Mauve Area, Sector G-10/4, Islamabad,
Pakistan.

Helpline: +92 336 6006 060

Phone:+92 51 9106 384

Email: helpdesk@nr3c.gov.pk

5- Anticipating the pervasiveness of Internet and social media in our lives and the potential negative
aspects of it that come as part of the package, Tanzeem e Islami has posted an “Internet Policy” on the
organization’s webpage (www.tanzeem.org) to provide guidance to all, primarily based on the pristine
principles of the Qur'an and Sunnah. These guidelines can be viewed by visiting the URL below:
http://tanzee m.info/ Whats New. as px ?PageContentiD=152
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