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computer that 1s trying to make a connection. You
can find the |IP address of anyone on your hosting
logs, Google Analytics or another analytics tool.
You may also do a simple analysis of the
'cookies' to get some information regarding its
origin. You can try to use a tool such as NetStat
to identify the IP addresses of anyone when you
contact the computer of someone else.
(What to do with the information:) Once you
have an |IP address you can find out where the
connection is coming from. Keep in mind that
these simpler tools won't be able to tell you
exactly where they are, but can give you a
reasonable idea what city they are in and what
hosting provider they are using.
You can use the traceart command to find the
hostname of the IP addressof that blogger. You
can also put the |IP address on the trace-route
tool on the Princeton website. Another alternative
s to use the GEOIPTool to get a rough idea
where the criminal blogger is located.
REPORTING TO THE AUTHORITIES FOR
ACTION
The information available and collected so far can
be sent for criminal proceeding and further action
to: National Response Centre for Cyber Crime
(NR3C) - FIA
Address: 2nd Floor, National Police Foundation
Building, Mauve Area, Sector G-10/4, Islamabad,
Pakistan.
Helpline: +92 336 6006 060
Phone: +92 51 9100 384

Email: Helpdesk@Nr3c.Gov.Pk
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How to Trace an IP Address (to identify a
blogger) Cyber criminals are becoming a major
threat to computer users throughout the world.
Recently, anonymous 'bloggers’ have emerged
who are using their website pages (blogs) to post
and disseminate blasphemous material on the
internet. Many of these criminals are very bold
because they believe that they can hide behind
the cloak of anonymity on the Internet.
Fortunately, computer website administrators,
bloggers and users are not untraceable. You can
identify them and help the authorities make a
case against cyber criminals if you follow a few
measures.
How to Trace an IP Address
Here are a few basic guidelines to help you trace
criminal internet bloggers. Keep in mind that
many sophisticated bloggers will be more
cautious about tracing their steps. Many of them
use proxies or dark web sites such as Tor. They
can still be traced, but doing so may be a bit
more difficult. These guidelines may help you
identify some criminal blogger, but you may need
the assistance of an expert to catch many in real
life. In fact, this 1s only a very simple method to
do so, however, the authorities have extremely
sophisticated tools at their disposal to identify and
trace these criminal bloggers.
How to Trace a Blogger
You will need to identity the |IP address first.

There are a variety of Linux commands and tools
that can tell you what the IP address is of any
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Cabinet approves steps for Fata’s merger with KPK

The government on Thursday (3 March 2017)
approved a set of steps to be taken for proposed
merger of the Federally Administered Tribal Areas
(Fata) with Khyber Pakhtunkhwa (KP) and a 10-year
reform package to bring the tribal region on a par
with other developing areas of the country.

Over Rs110 billion development package, proposed
by a six-member Fata reforms committee, has been
approved for the seven agencies of the tribal
region. Jurisdiction of the Supreme Court and the
Peshawar High Court will be extended to Fata,
where a new blend of judicial and traditional jirga
system will provide justice to people. Introduction
of local government (LG) system, education and
jobs opportunities for youth and upgradation of
Levis Force are part of the 24-point Fata reforms.
However, LG polls will be held after 2018 general
elections.

The decisions were taken at a meeting of the
federal cabinet presided over by Prime Minister
Nawaz Sharif at the PM House. The reform package
will soon be sent to President Mamnoon Hussain
for final approval and then a constitutional process
will be initiated to implement it.

Prime Minister’s Adviser on Foreign Affairs Sartaj
Aziz, head of the reform committee, said at a press
conference after the cabinet meeting that merger
of Fata with KP would be completed in five years.
“We had four options for mainstreaming of Fata —
to keep the status quo, to form a council on the
pattern of Gilgit-Baltistan, to form a separate
province or to merge it with KP — and we opted for
the last one,” he added.

Elaborating why the government wanted merger of
Fata with KP in five years, he said the five-year
transition period would be utilised to prepare Fata
for restoration of a durable peace. The transition
period will see rehabilitation of internally displaced
persons  (IDPs) and reconstruction  of
infrastructure, houses and shops, launching of a
major programme for SOCi0o-economic
development, establishment of elected local

bodies, introduction of judicial reforms to extend
the jurisdiction of the Supreme Court and the high

Source: Adapted from APP

court, capacity building of law enforcement
agencies, particularly Levies Force, to enable them
to perform policing functions, carrying out land
settlement and preparing GIS-based computerised
land record and capacity building of the Frontier
Constabulary for efficient border management. He
said the reforms committee had visited all Fata
agencies and met over 3,500 tribal elders during a
consultative process to prepare the reform
package in the light of their demands and
suggestions.

Replying to a question about an increase in the
number of KP Assembly seats in view of merger of
the tribal areas, he said the seats the provincial
assembly would be increased in the light of the
coming national population census. Asked whether
the KP government had been taken on board over
the merger plan, the adviser said the provincial
government fully supported Fata reforms package.
“Without the cooperation of the KP government
the plan cannot work. The entire administrative
control of Fata will be handed over to the provincial
government and the federal government will deal
only with security and financial resources for Fata,”
he said.

Highlighting the reforms package approved by the
cabinet, Mr Aziz said over a century-old Frontier
Crimes Regulations would be replaced by a new law
to be introduced through a constitutional
amendment. He said repatriation of IDPs would be
completed by April 30 (2017), a special committee
comprising public representatives of Fata would be
formed to implement the 10-year development
plan, three per cent of gross federal divisible pool
(approximately Rs100bn) would be given to Fata
every year in addition to Rs21 billion allocated for
IDPs.

According to the adviser, transit and Rahdari
system will be abolished, Auditor General of
Pakistan will ensure transparent utilisation of
development funds, salaries of government
employees in Fata will be 20 per cent higher than
those of KP and connectivity of Fata with the China-
Pakistan Economic Corridor will be ensured. A




China-Pakistan Economic Corridor will be ensured.
A social welfare package will be announced under
the Benazir Income Support Programme, State
Bank of Pakistan will ensure opening of commercial
banks’ branches in the tribal areas and quota
system will be introduced to provide job
opportunities to Fata youth in KP and other
provinces.

Earlier, chairing the cabinet meeting, Prime
Minister Sharif said it was a collective responsibility
of the federal government and the provinces to
come forward for development and mainstreaming
of Fata, Azad Jammu and Kashmir (AJK) and Gilgit
Baltistan (GB). “Pakistan belongs to every Pakistani
and all areas of the country should have equal
rights and access to national resources,” he said.
He said the cabinet had accorded in-principle
approval of the recommendations of the Fata
Reforms Committee. “Today is a landmark date in
the history of this country. Since the dawn of our
nation, select people have been treated ditferently
due to their place of birth.”

“The people of Fata will no longer be at the whims
of an unjust and unaccountable system. Today,
they are on the true path of freedom and now
they can share in the dream of prosperity and be
a part of a country on the road to becoming stable,
secure and safe for people of all stripes,” the
prime minister said. He said Pakistanis living in far-
flung areas of AJK, GB and Fata must be enabled
to get access to services and facilities available to
the residents of Lahore, Karachi, Peshawar and
Quetta. “It is our responsibility to focus more on
under-developed areas and provide opportunities
to their residents to progress in different fields of
life,” he said. Speaking at the press conference,
Federal Law Minister Zahid Hamid, also a member
of the reforms committee, said the judicial set-up
in Fata would be a blend of existing judicial system
of the country and centuries old jirga system of
Fata. He elaborated that civil judges would form a
council of jirga on any complaint and the issue
would be decide by the council/jirga. Then the
decision will be sent to the civil judge for final
decision. “Jirga system will continue to exist on
the demand of elders of tribal areas,” he said. “In
case the complainant disagrees to the decision, he
will have the right to appeal in the high court and
the Supreme Court,” he added.

In a press conference held after the cabinet
meeting, committee’s chairman, adviser on foreign
affairs Sartaj Aziz told journalists that necessary
amendments will be made in the constitution to
enable people of Fata elect their representatives to
K-P assembly for the general elections in 2018. FCR,
he added, would be repealed and replaced with a
new Rawaj system as per the recommendations.

The two political allies of the government — Jamiat
Ulema-i-Islam (JUI-F) and Pakhtunkhwa Milli
Awami Party (PKMAP) —voiced their concerns since
day one. JUI-F’s chief Maulana Fazlur Rehman
recently addressed a public gathering stating that
his party was in favour of mainstreaming Fata but
not its merger with K-P. Rehman later softened his
stance about holding referendum in Fata by
stating, “Let people of Fata decide their fate

instead of outsiders.”
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