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"There can be no compromise
with the defence of our country. |
therefore propose to allocate an
amount of 2,29,000 crore for the
current financial year for
Defence. ... Modernization of the
armed forces Is crtical to enable
them to play their role effectively
In the Defence of India’s strategic
Interests. |, therefore, propose to
Increase the capital outlay for
Defence by 5,000 crore over the
amount provided for in the
interim Budget. This Includes a
sum of 1,000 crore for
accelerating the development of
the Railway system in the border
areas. Urgent steps would also
be taken to streamline the
procurement process to make it
speedy and more efficient.”
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Will the Policy-makers reflect?

We sincerely hope and pray that the policy-
makers in Pakistan review the recently passed
Cyber-crime Bill 2016, before the President
endorses it thus promulgating it as the law of
the land, in order to remove all inadequacies in
it. What follows is a list of certain concerns
regarding the content of the bill. The concerns
are in no way exhaustive and are for the
purpose of advising the decision makers to
review the bill before promulgation as well as
for general informational purposes.

Q1: What is the definition of:

a. Hate speech
b. Trying to create disputes
C. Spreading of hatred on the basis of

religion or sectarianism; and
- Why is spreading hatred and bigotry on
the basis of ideologies of secularism,
feminism, liberalism and neo-liberalism
not included?
Q2: Why is there no mention of uploading,
accessing and sharing Blasphemous material
along with the relevant definitions and
punishments included in the bill?
Q3: Why is there very little mention of
uploading, accessing and sharing Pornographic
and Obscene material and no mention of the
relevant definitions and punishments included
in the bill?
Q4: Why is the burden of Responsibility for
trying to reduce all types of cyber-crime,
particularly storage and sharing of
inappropriate material not put on ISPs
(Internet Service Providers) and MSPs (Mobile
Service Providers)?

Q5: How can it be ensured that Ilaw

enforcement agencies do not abuse the
extraordinarv powers given to them in the bill.

against any individual or organization because
of ‘orders’ from the top or just because of
prejudice?

Q7: Why did the government of Pakistan not
launch a nation-wide education campaign for
the understanding and preparedness of the
general public regarding the legal use of
cyberspace and the consequences of failing to
do so, before the bill was produced and will
soon be implemented as the law of the land?
Q8: Why has the right to legal privacy of a
natural person, guaranteed in the 1973
Constitution of the Islamic Republic of
Pakistan, not been considered adequately in
this bill? Moreover, how come the punishment
of cyber-crimes considered as offences in the
bill are so harsh?

Q9: What is the definition of sensitive basic
information? What falls under the domain of
sensitive and non-sensitive?

Q10: Commercial organizations of all kinds,
including cellular service providers, media
channels and some departments of the
government itself continuously send messages
that are irritating to others and they do it for
marketing purposes. Do these form part of the
crime mentioned in section 37

Q11: What would be the definition of a website
created for negative purposes.

Q12: Which activities would fall under:

a. forcing an individual for immoral
activity
b. publishing an individual’s picture

without consent

sending obscene messages

d. unnecessary cyber interference

- Almost all of the social media, the main
stream media and billboards on streets

O




streets are using almost all of the points
mentioned under Section 5.

Q13: What is the definition of interfering in

sensitive data information systems?

Q14: Which kind of data would be defined as

unauthorized?

Q15: What would define:

a. obtaining information about an
individual’s identification

b. selling the information

C. retaining it with self

- It is done regularly by banks, credit card
companies, mobile service providers,
stores and even the government.

- Social networking services such as
Facebook, Twitter etc. do that all the
time.

Q16: Definition of ‘unauthorized’ issuing of a

sim card is required in detail.

Q17: Wireless sets and cell phones are

modified for various legal purposes all over the

world by individuals with no wrong intention
such as for watching TV or managing a toy car.

Is that a crime?

Q18: What would amount to spreading of

misinformation about an individual?

- The media does that all the time.

We are concluding by providing this advice to

the parliament of the Islamic Republic of

Pakistan. An in-depth review of the Cyber-

crime Bill, 2016, will only enhance their stature

and not diminish it. Moreover, they have the
unique opportunity of making it an example of
fair, just and equitable piece of legislation,
something that has been absent from the
political and administrative decision-making
processes in Pakistan for the last 69 years.
After all, laws ought to be made for the benefit
of the general public; not for bullying them!
Written by: The Nida e Khilafat Team
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